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DRFAIIPRZE( FpermissionstEER A,
ERPAERIRRR, SERARERENiZZROE KB LmE.,

RPRIEEIRZEMERNRFRGHIT, EREITEHIEMREZE. NRIECEERESFER

request.user ] request.auth BHPHSMHINEHERRRAERBITENEK.
EARZRBINAFIBIEARZEBIAPIETRES, ERPRRESAERANF.,
EEFHEESNTIRIZE . A HIREBHIGTERIRFIGEIAPI, FEE(HAREZSHIGIERIAE
P. XXM FDRFHEZEFHEY IsAuthenticated 2K,
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WIFRIFF RACTREEEEEYAA), XX FDRFFEZRHRY IsAuthenticatedOrReadOnly 2§,
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H—™ exceptions.PermissionDenied Bf exceptions.NotAuthenticated &, FHB#
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WA PRI ELLMAT, J5IR[E] "403 Forbidden" Bf "401 Unauthorized" WKz, EARIRIELL
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o IBREMIIBEEMINIE, BARESZHANR, —iR[E]1403 Forbiddenliiz,

o IERFBEBIEMINIE, FERSMERIVAIESERFER WWW-Authenticate txsk, —IR[E]
403 ForbiddenlI iz,

o IERFKBISMIANIE, BERSMARENAUESEFERT WWW-Authenticate trsk, —IR[E]
HTTP 40 1RSI, FEHFEIEZAIWWW-AuthenticatedRsk,
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LIEA .get_object() FikRY, HDRFEZRAVERAMEIZI TSR, SIHEZRIIIR
PBR—iF, WMRAITFRPRFLEENS, WSME exceptions.PermissionDenied F&,

WRIREERS B CHIMEHAEEFHITNSREAIRIGN, sEZ e ERmERES
get_object /3i%, BBAMRBREERRENSRAIIMEZEIIHEBME L

HY .check_object_permissions(request, obj) /ix. XiGHH PermissionDenied
NotAuthenticated BE; SHEWNRUEEGEZMILGR, MIREL.,

f5an .
1 def get_object(self):
2 obj = get_object_or_404(self.get_queryset(), pk=self.kwargs["pk"])
3 self.check_object_permissions(self.request, obj)
4 return obj

TR HTMHeEER, BRMEERENSRIIFRN A BIISIRENIRN AT EREFTIE
NSEfIEEL, BE, SIRERNSENIRE, (REFBEEIMTIEERE, LIBRRAFREE
2t I e IFEEBRISER,

TERMNTIIERIIRS

1 def check_permissions(self, request):
2 1oa
3 Check if the request should be permitted.
4 Raises an appropriate exception if the request is not permitted.
5 oa
6 for permission in self.get_permissions():
7 if not permission.has_permission(request, self):
8 self.permission_denied(
9 request, message=getattr(permission, 'message’, None)
10 )
11
12 def check_object_permissions(self, request, obj):
13
14 Check if the request should be permitted for a given object.
15 Raises an appropriate exception if the request is not permitted.
16 e
17 for permission in self.get_permissions():
18 if not permission.has_object_permission(request, self, obj):
19 self.permission_denied(
20 request, message=getattr(permission, 'message’, None)
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BN PR

BN PRERRE T LASER DEFAULT _PERMISSION_CLASSES ECEIUHITERIRE., LLaN:

1 REST_FRAMEWORK = {

2 'DEFAULT_PERMISSION_CLASSES': (

3 'rest_framework.permissions.IsAuthenticated"’,
4 )

5 }

NERAKIERE, NLOREFANIFERGAILE, B TEEE:

1 'DEFAULT_PERMISSION_CLASSES': (
'rest_framework.permissions.AllowAny',

)
(R LAAERET APIView RISSIEES MBS E MBS LIRENRR.

from rest_framework.permissions import IsAuthenticated
from rest_framework.response import Response
from rest_framework.views import APIView

1
2

3

4

5 class ExampleView(APIView):

6 permission_classes = (IsAuthenticated,) # FEXE! FTEZSEH/
.
8

def get(self, request, format=None):

9 content = {

10 'status': 'request was permitted'
11 }

12 return Response(content)

BEJIER 0api_view ZipasAIETRERINEIRENR.
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from rest_framework.decorators import api_view, permission_classes
from rest_framework.permissions import IsAuthenticated
from rest_framework.response import Response

@api_view(['GET'])
@permission_classes((IsAuthenticated, )) # HXE! FTESHIFR
def example_view(request, format=None):
content = {
'status': 'request was permitted'

}

return Response(content)

HRBIY BN EITRNE B IINRSEET, SR settingst IR ERIZNARIRYIZER.

R SR SIRR S, XBAFERIIBEEERE.

DRAAZHE—MIRAIXR RIZEIRIE, ATLASLIESENIR, iR 5sAEEE. RTHHE,
RIERIRY, 25 TERGIT:
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from rest_framework.permissions import BasePermission, IsAuthenticated,
SAFE_METHODS

from rest_framework.response import Response

from rest_framework.views import APIView

class ReadOnly(BasePermission):
def has_permission(self, request, view):
return request.method in SAFE_METHODS

class ExampleView(APIView) :
permission_classes = (IsAuthenticated|ReadOnly,) # FHXE, [FTEBLFER
%r

def get(self, request, format=None):
content = {

'status': 'request was permitted’

}

return Response(content)
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AllowAny SUPREATFAZIREIRNGE, HEAEZEREEEITHRIGENRESBINIE.

—Rekif, HIIRAEHEEIAIR, EARELUBE AT RSTTA TIRIRERIRE
HRVER, (BRI UiSET LAERA IS E E R,

IsAuthenticated

IsAuthenticated URZEGRBIFARESDIRIERIAFRILE, BESHIRIERIRF NI
BITERER. MNR(RHBEFRHAPHRELEMAFER, NIHARILREIE.

IsAdminUser

B2IE user.is_staff BYHAMESN True , BN IsAdminUser WPRSEIGIELESEESGIAPI,
user.is_staff BHEEDjangoauthiEZe, EERAIZEEI, BILAEAdminEEHREETE
£, tBelLliEd createsuperuserip P, WRIFFHLE(RIIAPIRBEREI D ZEENEERID
@, NARIEERIES.

IsAuthenticatedOrReadOnly

IsAuthenticatedOrReadOnly IPREFAIFETSHIGERIBFHITEEIEK, REZNN
AFER, RELERGERXE"R (B) GET, HEAD BY OPTIONS Z—RY) , AAiFH
[,

NERFARE(RRIAPIRIFERAFIZE, AERAIFSEBESHOIIERIAFEES, NLREL
RES., XERSHATIRSHILE,

DjangoModelPermissions

Djangot=BUZR BRI R,

AN FRSE S DjangotmERY django.contrib.auth modelfPRHEXR., HARRBENABTE
B .queryset BUHENME, REEAFBYSHWIEHSE FTHEFAEESIRNER T, 7
SIS IR,

o POST BREXRAFXEEER add IR,
e PUT 1 PATCH BKREXRBAPXEEESR change IR,
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o DELETE {FKEEKAFPWREEBSR delete IR,

A LUBTEEXEERSR, EELALRNEIATA. fla0, {RATsEREAN GET IBREE—
view HREFINR,

B(FABENEEWPR, iB8= DjangoModelPermissions F&E .perms_map B,

MEFEET T get_queryset() FTiERMRERERLIR, BREEXMIE LIRS
queryset Blt. EXMERT, BINERFRIFENERSEFRINCUE, LUEIHERMFEI
PR. Eeun:

1 queryset = User.objects.none() # Required for DjangoModelPermissions

DjangoModelPermissionsOrAnonReadOnly

Ll DjangoModelPermissions , {BRFRESDICIEAIAFRIAPIHIRISEAR.

DjangoObjectPermissions

DjangoRItEALAIRI SRR BIRIINIR ! KIEER4E!

I RS 5 DjangotmEAINS SN PRIEZEAEKEL, 1IZAEZRFUIF AEE FRISNNISIRENIR, 9
TEHERBLSRZE, (REFE RIS IR PR Sim, Fl%0django-guardian,

5 DjangoModelPermissions —#f, WINPRREEMEFEE .queryset FiE
g .get_queryset() FFERIE. REERAFEBESHRIEFBEERES /XA 1 XI5KIR F
BRI EENR R, A SHEF USSR,

o POST {BREXRAFINMRELHIER add BUR.
e PUT #0 PATCH 1EKERAFPMREIRGFIES change NR.
o DELETE {EKEKAFINMEERFIES delete 1R,

5 DjangoModelPermissions —#f, {RAILUEIEES DjangoObjectPermissions Fig
& .perms_map BIERFHABENEENUR,

=. BEXIR

REMADRFEHHMREFIARBA T, FTRER(IFEAENIEEXIPRH!.
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BEEMXNR, FEMK BasePermission 3£, HELILARITEAPHI—TEFAN:

e .has_permission(self, request, view)

e .has_object_permission(self, request, view, obj)
NERBKEIZFIREMIR, 7ZERIZRE] True , BNIRE False

NRIFFENEKEIEBUREERBENEE, NI REpermissionstRIAFEE
SAFE_METHODS BY{EEEIEK/3i%, SAFE_METHODS 2% 'GET' ,
'"OPTIONS' #0 'HEAD' HJTZH. flun:

if request.method in permissions.SAFE_METHODS:
# MEREERIISER
else:

# MBESNFRIIR

A WO N -

ER: (NEMEIRR] has_permission JiAGEBERS, ZSIERALAIRA
has_object_permission J3i%. B9, ATEITEFIRIMEE, HMERIERIENHE

FB .check_object_permissions(request, obj) Hi%. UMBRIREBHESEMNE, BBAH
INS BTN HIRLIE,

ANERBPRMHLM, BENMINPREIES K& PermissionDenied BE., EENSHFEREH
BIRERE, BEEEBENHAPREFIRII— nessage B, BNIEEER
PermissionDenied B default_detail B4,

from rest_framework import permissions

.
2
3 class CustomerAccessPermission(permissions.BasePermission):

4 message = 'Adding customers not allowed.' # HENEERREE
5

6

7

def has_permission(self, request, view):

THR—TEEXMIREMTF, RIEREZRNTENERAYPHIL, MR PERZES,
NFELEIER,



from rest_framework import permissions

class BlacklistPermission(permissions.BasePermission): # #fi&

ERNEERIpEE

def has_permission(self, request, view):
ip_addr = request.META[ 'REMOTE_ADDR'] # ¥KEUEXKGHYip
blacklisted = Blacklist.objects.filter(ip_addr=ip_addr).exists() #
ORMITEEIA
11 return not blacklisted # REI—R/RE

® O 0 N O o b WOWDN =

—

BRTEHXIFEENBERETHERRREI, ERTLABIEIREIR, XEAPREISE
SIERSLHBIRGERIFIT/9, Hlan:

1 class IsOwnerOrReadOnly(permissions.BasePermission):

2

3 Object-level permission to only allow owners of an object to edit it.
4 Assumes the model instance has an ‘owner  attribute.

5

6

7 def has_object_permission(self, request, view, obj):

8 # Read permissions are allowed to any request,

9 # so we'll always allow GET, HEAD or OPTIONS requests.
10 if request.method in permissions.SAFE_METHODS:
11 return True
12
13 # Instance must have an attribute named “owner’.
14 return obj.owner == request.user

IR, BERVESEEESINRESIR, BNRIREEREBCHEENIE, NFEEHH
FEERCHNSRESIRICE, EHMERXESRECT. (RelLUBEEREXIRIAIFMNR
EFiER self.check_object_permission(request, obj) EHITIHRIE. WNRIF IS
TRt E . BREESIRE]
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e Composed Permissions
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REST Condition

DRY Rest Permissions

Django Rest Framework Roles
Django REST Framework API Key
Django Rest Framework Role Filters
django-guardian
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